http://www.infosec.gov.hk

Enhancement of Information Security

We wish to remind your company to take care of information security and protection
of personal data, and to ensure compliance with the Personal Data (Privacy) Ordinance
in Hong Kong.

While the society has benefited from advances in information technology and the
Internet in particular, the frequency and diversity of cyber attacks and information
security threats have also continued to grow. Any information security incidents
such as data leakage may have serious impacts.

In this regard, the Office of the Government Chief Information Officer (OGCIO) has
drawn our attention to the importance of management responsibility in information
security. The one-stop information security portal of the OGCIO
http://www.infosec.gov.hk provides latest news and up-to-date reference on the
matter.

As an electrical contractor registered in this department, you are cordially invited to
spare some time to visit the above website. | trust that you will find the information
contained therein useful. Some tips are also provided in Appendix for your
reference.

Thank you for your kind support on the matter.
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Appendix
Tips on IT Security Policy & Guidelines

Users of Information Systems are persons who actually use the information and they shall be

accountable for all their activities on the Information Systems. They should know, understand,

follow and apply all possible and available security mechanisms to the maximum extent possible.
They have to make their best effort to prevent unauthorized access to their computers and

workstations.

Personal data shall be encrypted during transmission. All access keys, cards, passwords, etc. for
entry to any of the computer systems and networks shall be physically secured or subject to
well-defined and strictly enforced security procedures.

Computer Virus and Malicious Code

It is a good practice to check every removable media and attached files (especially those of
unknown origin) with a virus scanning program before use.

If a machine is suspected to have been infected by virus, all activities on that machine should be
stopped immediately. Continued usage of the machine may cause a serious deterioration of
the situation.

Access Control

1. Password protected screen saver should be activated.

2. Unauthorized copying, modification or unlicensed use of the software or hardware are
strictly prohibited.

3. The display screen of a personal computer, workstation or dumb terminal on which

classified information can be viewed shall be carefully positioned so that unauthorized
persons cannot readily view it.
4, Power off personal computer after office hours.

Password Guidelines (10 DON’Ts & 5 DOs)

1. Do not use your login name in any form (as-is, reversed, capitalized, doubled, etc.)

2. Do not write down your password, particularly anywhere near the computer or file it
with “password’” marked.

3. Do not use your first, middle, or last name in any form.

4. Do not use your spouse’ or childs name.

5. Do not use other information easily obtained about you. This includes license plate

numbers, telephone numbers, birth dates, the name of the street you live on, etc.

6. Do not use a password of all digits, or all of the same letter, e.g. “123456” or “aaaaaa”.

7. Do not use a word contained in English or foreign language dictionaries, spelling lists, or
other lists of words.

8. Do not use a password with fewer than six characters.

9. Do not tell or give out your passwords even for a very good reason. Out of your hands,

out of your control.
10. Do not reuse a password, even if it has not been used for a long time.

11. Do use a password with mixed-case alphabets.

12. Do use a password with a mix of alphabetic and non-alphabetic characters (digits or
punctuation).

13. Do use a password that is difficult to guess but easy for you to remember, so you do not
have to write it down.

14. Do use a password that you can type quickly, without having to look at the keyboard.

15. Do change your password every four to six weeks.





